EQU@NET Ne1 “ 5 Ref: 9765
Intelligent Internet L

Chapter Eighteen (a): Standard Port-Forwarding

Summary of Chapter:
ab How to set up port-forwarding on your Pilot with the Standard Firewall.
What you need:
ab Knowledge of Admin user account and valid password for your Pilot.
b Details of the service and the IP address for the PC providing the service to be
forwarded.
Software Revision Required:
@b Applicable to software revision 5.2.0 > NetPilots

(NetPilot will be referred to as “Pilot’. All image examples are of a NetPilot.)

Port-forwarding:

ad |_og on to the Pilot as shown in Chapter One (b).

ab From the left-hand side of the screen, select ‘Firewall’ and then ‘Port-forward targets’. (All
links are highlighted below).

eouipner  NetPilot VPN

netpilot.example.com

:
admin Log out

About this product R
®admn (2) Port-forwarding targets
® Email
D Files
® Firewall
Address associations
Blocked packets
Firewall overview
Firewall test
Firewialls
Log summary
Port-forward targets
Service avenvew
.~ Trust groups

There are no targets Add

a» You will be presented with the above screen, select the ‘Add’ button, as highlighted.

ab After selecting the ‘Add’ button, you will see the below screen, enter the following details:

@ Port-forwarding targets @b ‘Name’: enter a name for the port-
forwarding target. This must not contain any
Name: Enter a Name special characters.

Target |P address. 172.10.0.254

ab ‘Target IP Address’: enter the IP Address
that you wish to port-forward to.

Fonsarding firewall service | email elient -

OK

I ab ‘Forwarding firewall service’: select the
pr— - " g

port-forwarding service you want from the
drop-down list provided.

If you want to select a service not shown in the list, you must have the advanced
firewall licence on your Pilot. Please see Chapter 18 (b) for further information on
advanced port-forwarding.

-a

an Once you have selected a service, select ‘OK’.
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ab You will see a similar screen as below.

(®) Port-forwarding targets
Port-forwarding targets

left.
To use this port-fonwarding tarcct, seiect it 45 the action on a firewall;
[ Nex==

0K
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New target added. ab Select the ‘Next’ button as highlighted

@b You will be presented with a similar screen as below. Select the decision you want from
one of the drop down list given. Each drop down list is link to the different sections of the

firewall.

(2) Service overview

email client

Firewalls in use
— To
Local
From|Trusted| accept v

Internet| e

formard: Enter a Name

no decision
Shovwy all firewalreiect

The values on the Te and From axes are Trusi Groups. Attheirintersection are the actions ta apply to the
email client service

The Te Local column matches traffic whose destination is the MetPilot VPN
The From Local row matches traffic originating from the MetPilat VPR

0K

and select the ‘Delete’ button.
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@b Once you have selected the
option you want, select ‘OK’
and *‘OK’ again to confirm.

When deleting a profile, you will need to deactivate it from the firewall section you placed
it in. Once you have deactivated it, you can delete it in the ‘Port-forwarding targets’ main
screen. To do this, select the port-forwarding profile you want to delete from the list given
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