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Chapter Eighteen (e): Port-forward VNC from any host on

the Internet to a single host on a customer’s LAN

Summary of Chapter:
ab How to port-forward VNC from any host on the Internet to a single host on a
customer’s LAN.
What you need:
ab Knowledge of Admin user account and valid password for your Pilot.
ab |P address of host on the customer’s LAN
ab A PoP code. You can purchase your PoP from the following address:
http://www.equiinet.com/ordering/default.asp
Software Revision Required:
ab Applicable to software revision 5.2.0 > NetPilots

(NetPilot will be referred to as “Pilot’. All image examples are of a NetPilot.)

Advanced Licence:

db |_og on to the Pilot as shown in Chapter One (b).

ab From the left-hand side of the screen, select ‘Firewall’, and then ‘Firewall Overview’. (All
links are highlighted below).

equipner  NetPilot VPN

inspiring Innovation netpilot.example.com
admin Log out
About this product 3 3
# Admin (®) Firewall overview
P Email
P Files Sl .
& Firewal irewalls in use:

Address associations — To
P Advanced firewall

Local Trusted Internet
Blocked packets -
Firewall overview From|Local |accept LocalTrusted Locallinternet
Firewall test Admin |Admin/Local || L
Firewalls E ; o .
Log summary Trusted'T.ustea/Lucc'laccept Trusted/Internet
Port-forward targets Intern} t|Internet/L ocal | ¢ ‘op drop
Service overview
Trust groups Show all firewalls.
9 Health check
® Licences The values on the To and From axes are Trust Groups. At their intersection are Firewalls

@b You will be presented with a similar screen shown above, select the ‘Internet/Local’ link as
highlighted.

b |n the next screen, shown below enter a tick into the ‘Show advanced options’ tick box and
then select the ‘OK” button.

Internet/Local

Used in relationship: Internet to Lacal
Service list

local email delivery: [zo decision v
public intranet: :':.c decision v
secure web admin: [no decision v
FTP server :':.c decision v
email client: :':.: decision w|
ICMP :':.: decision w|
VPN :ac-:eg:t |

unsupported services: [drop v

Shaw advanced options: |

0K
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b You will be presented with the screen below:

(&) Firewalls

Internet/Loca

ad To add the VNC service to this firewall,
A select the following:
any o local email dalivery [.. seciaizz + | [ Remowe
I — db ‘From Service’: any
T — @ “To Service’: VNC
any to ICMP: [cc gecisicr Foemove
S OVRN: [sccep: ] lima @b Once you’ve done this select the ‘Add’
unsupported services ...~ ~ | Remowe - -
button, as highlighted left.
i »: A

ab You will now see the service added to the list of services at the top of the screen.

() Firewalls

Internet/Local

Changes will not be complete until you select the OK button. @ AS a port'fOrwarding target haS nOt been
Firewallname: [zavernec/tocal created, select ‘reject’ from the *any to VNC’
g ey emetiaoc drop down list, to keep this port closed until a
any to local email delivery | — ——reroe 3] Chama target has been created.
any (o public intranet .. qecision | [ Remove
any 10 secure web admin' [ o seoissen v (Renos ab Select ‘OK’ and ‘OK’ again to confirm your
any (0 FTP server [r; esision v] [ Remose settings.
any to UNC' | rprempessremgmepeerrnyy | (Lgemose
any o smail cient. [no aecss10- 5] (efiemasn b To create a port-forward target for the “any to
30V 10 ICMP: [n0 aecsoon ] (liemn VNC’ service, please follow the instructions
any 10 VPN: [ccaps | [ Remove below.

unsupported services |g.o; +| [ Remove

From service: ooy 3 Add

Port-forwarding:
ab From the left-hand side of the screen, select ‘Firewall’, and then ‘Port-forward targets’.
(All links are highlighted below).

netpilot.example.com

admin Log out Search
E Ao ot () Port-forwarding targets
Email
P Files

* Address assotiations

$ Avanced firewall
Blocked packets
Frrewall aveniew

* Firewall test

* Firewalls

* Log summary

* Senvice overview
Trust groups

ab You will be presented with a similar screen shown above, select the ‘Add’ button as
highlighted.
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db The next screen is shown below:

@ Port-forwarding targets b ‘Name’: Enter a name for the port-forwarding
target.

b ‘Target IP Address’: Enter the IP address of the
single host on the customer’s LAN.

Mame 1P of PC
Target IP address. 10.0.0.20

Forwarding firewall service: | vmc v " ] ) ]
Show advanced options. [~ a» ‘Forwarding flrewall_ service’: Select “VNC’ from
the drop down list provided.

ab Once the details have been entered select ‘OK’.

b |n the next screen, select the ‘Next’ button, as highlighted below:

@ Port-forwarding targets

Port-forwarding targets

Mew target added.

To use this port-fonwarding tergel, select it o the action on a firewall:
P

OK

ab You will be presented with the screen below:

(®) Service overview

VNC
Firewalls in use:
— To
Local
From|Admin reject v
Internet| resecc v

Show all firewa|7° d=sisien
reject
The values on the To and From axes are Trust Groups. At their intersection are the actions to apply to the VNC service.
The To Local column matches traffic whose destination is the NetPilot VPM.
The From Local row matches traffic originating from the MNetPilot VPN.

OK

ab From the ‘Internet/Local’ drop down list, select the port-forward you created earlier, as
shown above.

db Select ‘OK” and ‘OK’ again to confirm settings.
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