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Chapter Eighteen (g): Remote Desktop

Summary of Chapter:
db How to set-up remote desktop on your Pilot using the Standard firewall.
What you need:
ab Knowledge of Admin user account and valid password for your Pilot.
db |P Address of the PC that you are coming from
ab The LAN IP Address of the PC you want to get to
ab The WAN IP Address of the Pilot.
Software Revision Required:
ab Applicable to software revision 5.2.0 > Net/CachePilots

(Net/CachePilot will be referred to as “Pilot’. All image examples are of a NetPilot.)

Allowing the external PC through:

b |_og on to the Pilot as shown in Chapter One (b).

ad From the left-hand side of the screen, select ‘Firewall’, and then ‘Address associations’.
(All links are highlighted below).

sl NetPilot VPN

sliil el netpilot.example.com
admin Log out
Aboui this product - -
5o (%) Address associations
P Email
s
s HE_S Al Add a new iter | Add

Address associations " . R —

e or select an existing itemto [Equiinet (Admin)
edit or delete

Blocked packets

Firewall overview ——

Firewall test

Firewalls Delete

Log summary
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ab You will be presented with the above screen, select the ‘Add’ button as highlighted.

ab You will be presented with the screen below. Enter the following:

@Address associations ab ‘Name’: a name for your remote desktop. This
must not contain any special characters.
Name: =oe ab ‘Address’: Enter the IP Address of the
Address: lexteraal 1e computer that you will remote desktop from.
Address mask. |one addreas v

ab ‘Address mask’: select ‘one address’.

ab “Trust group’: Select a Trust group from the
drop down list. For more information on Trust
o] Groups please see the definitions on SmartStore.

Trust group: |Friends v

9 * With the Standard Firewall you have a choice of two Trust Groups these are Admin
Tip! and Friends.

@b Once you have entered in the correct details, select ‘OK” and ‘OK” again.
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Port-forwarding:

ab From the left-hand side of the screen, select ‘Firewall” and then “Port-forward targets’. (All
links are highlighted below).

NetPilot VPN

netpilot.example.com

EQUQDNET

admin Log out

- About this product
® A

Q Port-forwarding targets

Aok

ab You will be presented with the above screen, select the ‘Add’ button, as highlighted.

ab After selecting the ‘Add’ button, you will see the below screen, enter the following details:

ab ‘Name’: a name for your port-forwarding
target. This must not contain any special

(®) Port-forwarding targets

Name:
Target IP address:
Forwarding firewall service:

Show advanced options:

RDexamplel
172.17.0.254
remote desktop
r

OK

n

characters.

b ‘“Target IP Address’: enter the LAN IP Address
of the PC you want to remote desktop to.

ab ‘Forwarding firewall service’: select ‘remote
desktop’ from the drop down list provided.

ab Once you have entered the correct information, select ‘OK’, you will see a similar screen

as below.

To use this port-forwarding tarost, oei

@ Port-forwarding targets

Port-forwarding targets

Mew target added

OK

wuiitas the action on a firewall:

b Select the ‘Next’ button, as highlighted left, so
you can activate the port-forward in the firewall.

ab You will be presented with the below firewall screen, once you’ve selected ‘Next’.

remote desktop

Firewalls in use:
— To
Local
From|Friends|| reject
Admin no decision

reject
Show all firewalls.

(®) Service overview

v

forward: RDexamplel

ab As highlighted left, select the remote desktop port-

forwarding profile, which you just created above from the
correct firewall.

ab Once you have done this select the ‘OK’ button and the
‘OK” button again to confirm.

o

Tip!

You will only be able to select the ‘Firewalls’
that are active. To see the other ‘Firewalls’ select
the ‘Show all Firewall’ link under the table.

Remote Desktop can only be placed in the Admin and Friends Trust Groups with the Standard
Firewall. If you wish to add Remote Desktop into other Trust Group, you will need to

Information purchase an Advanced Firewall Licence. You can purchase this from the following link:

Version Five

http://www.equiinet.com/ordering/default.asp
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Testing:
b To test that this connection works, please follow the following details on the PC you wish
to Remote Desktop from.

ab Select the “Start” button, then ‘Programs’, ‘Accessories’, and then ‘Remote Desktop
Connection’. All are highlighted below:

Er— Bl Accessories Bl Command Prompt
Armazon 3 ﬁ Remate Desktop Connection
I_‘J‘ Documents 3 BackupFilat » "
q DisczPhone 3
J Settings 3
EMC Captiva v
/_) Search > Google Deskkop 3
& adabe Photoshop Album Starter Edition 3.2
9}. Help and Support &) Audacity
“=] Run... ¥
Az gl - L-A-==sadl
Shit Down... English (kD3

faeh 7 [ Inhioe: . 0 3 Microsoft OF... - | EE adobe ¢

ﬂ‘ Service overvie. .,

@b You will be presented with the below window.

ﬁ Remote Desktop Connection

Remote Desktop

©

<_7 Connection
-

ad Enter the WAN IP Address of the Pilot into the
Computer:  |5217389.157 v box provided and select the ‘Connect’ button to
Uszer name:  Mone specified Start the Connection

Y'ou will be asked far credentials when vou connect.

[ Caonnect H Cancel ][ Help ][ Optiong > ]

b |f the connection works then you will be presented with the log on options of the account.
If not you will receive a warning message. If this does occur, please check all your settings.

Qs If you have checked your settings and all are correct, please make sure that if there is a
firewall on the other end that you are tying to remote desktop from, is allowing incoming
Information  connections from that firewall.
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