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Chapter Twenty (c): CIPE VPN

Summary of Chapter:

ab How to configure a CIPE VPN connection from one Pilot to another.
What you need:

ab Knowledge of Admin user account and valid password for your Pilot.

Software Revision Required:
ab Applicable to software revision 5.2.0 > NetPilots

(NetPilot will be referred to as “Pilot’. All image examples are of a NetPilot.)

Setting Pilot A & B:
b |_og on to the Pilot as shown in Chapter One (b).
a» From the left-hand side of the screen, select ‘“Network’ and then ‘Connectors’. (All links

are highlighted below).
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ab You will see the screen below, select ‘CIPE’ from the drop down list and select the ‘OK’
button.

() Connectors

Connection type: v

0K
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ab You will be presented with the screen below, enter the following:

@ Network profiles ab ‘Profile Name’: a name for your profile. The
Profie type: CIPE profile most not contain any special characters.
Profile name: |cIPE_example e
Shared secrel” cs4s sfae eze4 aebf sdecd 0524 d242 brfes @ ‘Shared Secret’- your Shared secret here-

Remote gateway: |62.173.89.156

(This may be left blank if the remote gateway has a dynamic IP address ) @ RemOte gateway Enter n the LAN 2 IP
Port: [szs address of Pilot B, which you wish to create a

(This can be any unused UDP port but must match the setting on the remote gateway) VP N tu n nel to

OK

p ab ‘Port’: The Pilot will give you a port number.
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ab After you have entered in the correct details, select the ‘OK” button. You will be taken to

the screen below.

kat

Ada

OK.

() Network profiles

This nector s curmenlly switched off, so the sellings you edit here wll oy take effect when you
select OK below fo make this the active profile.

Thig profile wi i wovk wnfil you add & rowte

ab To add a Static Route select the first ‘Add’
button on the screen, as highlighted left.

ab You will be presented with the screen below. Enter in the following details:

Name
Address
Address mask

Route via

(@) Static routes

My CIPE_Zur_CIPE
192.163.0.0
/24 255.255.255.0 |

CIPE_example

Trust group v
Admin
Backup
Controlled

Internet
Trusted

ab ‘Name’: a name for your static route. The name
most not contain any special characters.

ab ‘Address/Mask’: ‘LAN 1’ details of Pilot B you
wish to create a VPN tunnel too.

ab “Trust Group’: Select one of the Trust Group

from the drop down list. (For a definition of each of these
Trust Group please see the first section of Chapter 20).

ab Once you have entered the correct details, select
‘OK’ and ‘OK” again to confirm.

ad You will come to the main screen as shown below; you will see your static route profile

added, highlighted below:

(%) Connectors

This CORNACION 15 CLIT

select OK below i ve prof

Show recommended sefings for a remote NetPilod VPN

R

off, 5o the Sailings you adit hane will oy take affect whan youl

ab As you can see from the screen on the left, there
is a link at the bottom of the screen. This link is

here to help you enter the correct details into Pilot
B.

ab The ‘Show recommended settings for the remote Pilot VPN’ link will present you with a

similar screen as below:

(%) Recommended settings for a remote
NetPilot VPN

Use the following settings on the remote MetPilot VPN to connect to profile 'CIPE_example’

Routes

ab This screen tells you the details that you will need
to enter into Pilot B to complete the VPN tunnel
configuration.

The VPN tunnel will not operate
correctly, until you enter the details of
Pilot A into Pilot B, as you did above for

mNg  pijot A.

ab Select the “‘OK’ button on the main screen of the ‘Connector Properties’ to save the CIPE

settings and *‘OK’ again to confirm.
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ab You will now see your VPN settings added to the Connectors screen. To deactivate this
profile, select ‘Off” from the drop down list, then select the *Edit’ button next to the profile.
To confirm the deactivation, select ‘OK” and ‘OK”.

Connectors

What is connected to the NetPilot VPN?

LAN 1 Private L&N W £l
LAN 2" Tgenernar sanrer | ——
CIPE: [rayerm v Edir

Agu

Show advanced options. ™

OK

Testing the VPN tunnel:

ad To check that tunnel is working, ping the ‘LAN 1’ IP address on Pilot B.

ad To do this, start a Command prompt, select “Start’, ‘All Programs’, ‘Accessories’ and
‘Command Prompt’. Once you have selected this and it has opened, ping the ‘LAN 1’ IP
address of Pilot B. l.e. ‘ping ipaddress’ (the default ‘LAN 1" is 10.0.0.1, but you may have
changed this.)

B Command Prompt ﬂﬂ

Microsoft Windows XP [Version 5.1.26881
(C>» Copyright 1985-2881 Microsoft Corp.

C:~Documents and Settings~Kayleigh Stanle@>ping 192.168.68.254

Pinging 192.168.8.254 with 32 bytes of data:

Reply from 192.168.8.254: hytes=32 time=34ms TTL=126

Reply from 192.168.8.254: bhytes=32 time=35ms TIL=126
Reply from 192.168.8.254: hytes=32 time=33ms TTL=126
Reply from 192_.168.8.254: bhytes=32 time=34ms TTL=126

Ping statistics for 192.168.8.254:

Packets: Sent = 4, Received = 4, Lost = 8 <{Bx loss),
Approximate round trip times in milli-seconds:

Minimum = 33ms, Maximum = 35ms. Average = 34ms

How many VPN tunnels can you have?:

There is no hard limit and the Pilot is unlikely to be the bottleneck. There is some extra CPU
@9 overhead in encoding and decoding each packet but the most likely limiting factor is the
bandwidth of the WAN link. If you can comfortably support 100 remote users without VPNs
Informatlon then you'll still be able to support those same 100 users with VPN, but they'll find things run
about 3% slower.
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