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Intelligent Internet

Chapter Twenty (e): SafeNet SoftRemote Client

Summary of Chapter:
b How to add a VPN tunnel via SafeNet SoftRemote Client.

What you need:
ap SafeNet SoftRemote Client software installed on your PC.
ab An IPSec Road Warrior profile set-up on the Pilot.
ap VPN installed on your Pilot. Please see Chapter 20(d) for further information.

Software Revision Required:
@b Applicable to software revision 5.2.0 > NetPilots

(NetPilot will be referred to as “Pilot’. All image examples are of a NetPilot.)

Entering your Connections Details:
ab Open the ‘Security Policy Editor.

EJ ab If the ‘S’ symbol in the taskbar is grey, (as shown left) right click this symbol and
select *Activate Security Policy’ from the menu given. The symbol will become yellow.

E ab If the ‘S’ symbol is yellow, (as shown left) double click the symbol to open the Editor.

ab You will be presented with the below screen:

E|Securily Policy Editor - SafeNet SoftRemotel T E] g
File Edit Options Help
al=| .. . .
RS S a» To add a new connection, select ‘Edit’,
p Ot Comestons ‘Add’ and then ‘Connection’ from the toolbar,

as shown below:

M| Securi*y Fuiicy tdiwr - SafeMet SoftRemotel T

File (Edit Cptions Help

Ifl Add » Connection
] I
Metwork, Security Policy

-4 My Connections
% Other Connections

dd The Editor window will look similar as below. Rename the new connection as shown.

S Security Policy Editor - SafeMet SoftRemotel T [._] E
File Edit Options Help

&|m|x|= §|

Metwark Security Policy
=1-_ 1 iy Connections Connection Security

% db[Feram= i | & Secure

i [ Orly Connect Manually
&4 Dther Cannections  Norssous %
" Block

Fiemate Party |dentity and Addressing

ID Tope [Any ~| IP Address

Protocal Al - Port
[~ Connect using | J

[Padies =1
—

Click here to find out about program add-ong,
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ad On the right side
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of the window, enter in the following details:

Connection Security
+ Secure

‘Connection Security’ panel:

- Nomsmoute % v onpBemectianialy | @b <Only Connect Manually’: put a tick in the box.

" Block

Fiemote Party |dentity and Addressing

ID Type |IP Subnet =~
Subnet: [17217.0.0
Mask: | 255 255 2660

‘Remote Party Identity and Addressing’ panel:
ab “ID Type’: Select ‘IP Subnet’

ab ‘Subnet/Mask’: Enter the Pilots ‘LAN 1’ IP address
ab ‘Connect using’: put a tick in the box.

Protocel JAl =] Fort = db Inthe drop down text box next to the ‘Connect using’ tick box

IV Connect using |Secure Gateway Turnel

ID Type |IP Address A
£2173.89.157

~1 | select ‘Secure Gateway Tunnel’
ab ‘|D Type’: select ‘1P Address’ from the drop down box.
ab In the text box, enter the ‘LAN 2’ IP Address of the Pilot.

Entering Further Details:
ab Select the plus sign next to the new connection that you have added in the left-hand
column; this will give you more options, as shown below:

—

1 My Connections

ool h @ fy Identity
Ik : H
@ %iExample T; + 53 Security Policy
wegg Uther Connections % Other Cormections

an Select “‘My Identity’ and you will be presented with two panels, as shown below:

tdy |dentity

Select Certificate

Enter the following details.

Pre-Shared Key

INone

-] | ‘My ldentity’ panel

ab ‘Select Certificate’: Select ‘None’, a new button will

Internal Metwark [P Address |

Internet Interface

1D Type Part
P Addres = =1l appear on the window.
iy ab ‘Pre-Shared Key: this button will open a new window.
Virtual Adapter | Disabied =] Pre Shared key .
ab Select the ‘Enter Key’

Erie ProShared e o e Bchaace) button, and enter your pre-
This key s used during Authentication Phase i the

Authenfization Method Praposal is "Pre-Shared key'" Shared key |n the text box

Mame |An_.,.

IP Addr |Any

[ | provided and select ‘OK’.

oK Cancel

ad “Virtual Adapter’: in the drop down box choose ‘Required’
ad ‘Internal Network IP Address’: enter a unique IP Address from the scope which you have
entered into the Pilot Roadwarrior Profile on the ‘Static Route’ screen.

@9 Enter

Information

a unique IP Address that is not being used on the Pilot!!
Information

If you do not have the “Internal Network IP Address’ text box as an option in the above

Tip! screen, please follow the below instructions.

ab Select ‘Options’

B| Security Policy Editor - Safel

and then “Global Policy Settings’ from the toolbar, as shown right. [

Global Policy Settings

Netwar)

Retranzmit Interval [zeconds): 158

Mumber of retries: 3

W Send status natifications to peer hosts
W Allow to Specify Intermnal Network, Address
™ Enable IPSec Logging

™ Smart card removal clears keys

oK | Caniel |

= ab A new window will appear as shown left. F

File Ed Optjns HElp

Secure

Global Policy Settinos
Palicy Management
Certificate Settings

Certificate Manager

»

Enter in the following:
ab ‘Retransmit Interval (seconds)’: 15
@b ‘“Number of retries’: 3

Tick the following boxes:

b ‘Send status notifications to peer hosts’

ab ‘Allow to Specify Internal Network Address’
@ Select ‘OK’ to confirm.
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ab Once you have entered in the correct details the screen will look similar as below:

[STSacurity Paticy tditar - Safatat SoftRmmatel T
Fle Dt Opbors Heb

[EE—
it Lot ate
Mons

10 Ty

1P Addrens =]
=

Vsl Adepie

Irdveril Nk IF Ackmss

Intemet bntadace
Nama [ey

1P Ak [Rry

Pest

[Feqmed

TR

Pre-Shased Kay |

S|

Setting the Security Policy:
ab Select the “Security Policy’ option in the left-hand column as shown below:

=] My Connections
=8y Example 1

3 My Identity

Security Palicy

Select Phase 1 Negotiation Mode
* Main Mode

" Agaressive Mode
" Use Manual keys

PFS Key Group | DiffieHellman Group 2

[v Enable Replay Detection

ab You will be presented with the below screen:

Hellman Group 2.

Setting the Authentication Method:

b Select the plus sign next to “Security Policy” in the left-hand column, as shown below:

ab ‘Enable Perfect Forward Secrecy’ put a tick in the box.

ab ‘PFS Key Group’, in the drop down text box select ‘Diffie-

=1 My Connections
=Bl Example 1

N 'M Identi

= g 5

T

-5 Authertication

+ @ F.ey Exchange
% Other Connections

[Phaze 1)
[Phaze 2]

ab Select ‘Authentication (Phrase 1)’; this will give you another option called ‘Proposal 1’

File Edit ©ptions Help

B[] X

=

Metwork Security Policy

—1-_] My Cormections
—=|-¢Bh Example 1
3 My Identity
= g Securty Palicy
- & Authentication [Phase 1)
D Propozal 1

+ ﬁ F.ey Exchange [Fhase 2]
5 Other Connections

Authentication Method and Algarithms

Authentication Method

S|

Pre-Shared Key

Encryption and D ata Integrity Algarithms

Encrypt Alg | Triple DES -
TR -~

Seconds

Unspecified +

54 Lite

Key Group | Ditfie-Hellman Group 2 -
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ab Select ‘Proposal 1°, you will be presented with the panel shown below:

S Security Policy Editor - SafeNet SoftRemotel T

Select the following:

ab “‘Encrypt Alg’: Triple DES
ab ‘Hash Alg’: MD5

ab ‘SA Life’: Unspecified
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Setting IPSec Protocols:
ab Select the plus sign next to ‘Key Exchange (Phrase 2)’ in the left-hand column, as
highlighted below: =T Wy Commaciions

I8l Example 1
3 My Identity
= @, Security Policy
= @ Authentication [Phase 1)

Ln Vipoed
+ @ Key Exchange [Phaze 2]
% Other Corertions ‘

ad This will give you another option called ‘Proposal 1°.
ab When you select ‘Propsoal 1’ you will be presented with a similar careen as below:

3| Security Policy Editor - SafeNet SoftRemoteL T - ® H .
S {SoftRermat =08 Select the following:
CECT S| | db *SA Life’: You can leave this as ‘Unspecified’ or
5 Gt P oot e e || SElect “‘Seconds’ and specify the amount as shown
| e Sl below. (8 hours is the maximum time limit)
=2 |A:| thenlication (Phase 1) Comeressian [Hane e
1 Proposal 1 ¥ Encapsulation Proiood IPSec Protocals
) ﬁﬁy;::u!:?:[pmez} EnDEthlgl ’% S, Life |Seconds j |SSDEDCDN:|S | e
@y Other Connections Hsshalg  [MD5 =]
Encapsulation [ Tunnel = Compression |N0ne j
I Authentication Pratacel [4H) -3 H 7.
S ab “‘Compression’: None
- ap “‘Encrypt Alg’: Triple DES
ab ‘Hash Alg’: MD5
ab “Encapsulation’: Tunnel
Saving:

@b To save the profile you have created, select the save icon, which is located in the top left

corner and highlighted below:
Ba| > &

@b Or you can select ‘File” and “Save’ from the toolbar.
ab Once you have saved the profile, close the ‘Security policy Editor’ window.

Testing:

ab Connect to the Internet and browse to any web site, to test the connection.

ab Right hand click on the *S’ symbol in the taskbar and select ‘Connect’, your profile will be
shown here.

Once you have selected the profile, which you created earlier, the
software will try to connect you and you will be presented with a pop up
window. This window will tell you if your connection was successful or
failed to connect. Once you have established this select ‘OK”.

@9 If the connection does not work, please check that the shared keys entered are the same on
Tip! the Pilot and on the Client.

ab |f it is successful and you would like to test the connection, ping the Pilots ‘LAN 1’ IP
address. To do this, open a *“Command prompt’ (To select this go to “Start’, “‘All Programs’,
and ‘Accessories’). Once you’ve selected this, ping the ‘LAN 1’ IP address of the Pilot. (The
default LAN is 10.0.0.1, but you may have changed this).

On the NAT device allow port 4500 UDP and 500 UDP out. If you are not sure on how to
information O this, please contact your network administrator.
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