EQU@NET Nel " 5 Ref: 9713
Intelligent Internet L

Chapter Twenty (g): Open VPN - RoadWarrior
for System Administrator’s

Summary of Chapter:
ab How to set-up an Open VPN Roadwarrior profile with a Vista machine.
What you need:
ab Admin user account and valid password for your Pilot.
ab The PC you will be applying OpenVPN to needs to be set-up correctly and has
access to the Internet.
ab This PC will need Windows 2000, Windows XP or Windows Vista
ab Please Download the Open VPN software to your computer from this link:
http://smartstore.equiinet.net/index.asp?256697
b Please use the excel Spreadsheet along side this Chapter to help you enter in the
correct Virtual IP Address/es.
Software Revision Required:
ab Applicable to software revision 5.2.0 > NetPilots

(NetPilot will be referred to as “Pilot’. All image examples are of a NetPilot.)

Setting up the application:

db \When Downloading the Open VPN application from the SmartStore link above, please
save it to your Desktop.

db Once the application has been downloaded please double-click the Open VPN icon.

ad You will be presented with the window below:

Open File - Security Warning

The publisher could not be verified. Are you sure you want to
run this software?

S .. o
Tope: appcaton ab Select the ‘Run’ button, highlighted.

From: C:{Documents and SettingsiKayleigh StanleyiDesktop

Run Cancel

Always ask before apening this file

publisher. You should only run softwars from publishers you trust

@ This file das not have a valid digital signatur that verifies its
Fow car | decide what software to wn?

@b The Wizard will open, please read all instructions and details carefully.
dd The images below are in the order of what the Wizard will open and the buttons to select
are highlighted after reading the details on each window:

T Opga VPN 2.0.5-gui-1.0.3 Setup M |[=| B G VPN 2.0.5-ui-1.0.3 Setup &
License Agreement
1 Welcome to the OpenVPN Setup iz A

N Please review the license terms before installing OpenyP
Wizard 2.0.5-qui-1.0.3,

[ ]
This wizard will guide you through the inskallation of ! Press Page Down o see the rest of the agreement.,
©penvPM - an Open Source YPN package by James Yonan, penyPH (TM) -- An Open Source YPH dasmon -
CpenPM GUI - & Graphical User Interface for Qpen'PN by Copyright {C) 2002-2005 Openy'PH Solutions LLC <info@openvpn.net >

IMathias Sundman
(plus OpenvPM GUI and My Certificate Wizard)
My Certificate Wizard - A tool ko create a certificate request
by ¥lada Macek

This distribution contains multiple companents

Mote that the Windows version of OpenvPR will only run on of different authors, Some of the companents
Win 2000, XP, or higher, Fall under differert licenses, By using OpenVPN
or any of the bundled components enumerated w

If wou accept the terms of the agreement, click I Agree to continue, You must accept the
agreement ta install OpenyPM 2.0.5-gui-1.0.3.

Next > ! <Back ” L Agree ] ‘ Cancel

Version Five Chapter Twenty Page 1 of 7



WP 2.0.9-gui-1.0. 3 Setup

BE
Choose Components

Choose which Features of Open®PM 2,0.5-gui-1.0.3 you wank to
install,

Select the components to instalfupgrade. Stop any OpenyPR or ©penyPM GUL processes or
the OpenyPN service if it is running,

Select companents to install: Open¥PN User-Space Components A
OpentPM RS54 Certificate Management Scripts
CpenyPM GUI

Autostart OpentPh GUI

[ vy Certificate Wizard

[] Hide the TaP-Win32 virtual Ethernet Adapter

(=

Descripkion

A

Space required: 2.0MB

< Back Next = ][ Cancel ]

5 OpenVPN 2.0.5-gui-1.0.3 Setup

LIo&

Flease wait while OpentPM 2.0.5-gui-1.0.3 is being installed.
[ ]

Extract: libeay3z.dl... 46%

Extract: OpenyPM GUI ReadMe. txk. .. 100%. rs
Create folder: C:\Program Files\OpenyPiilog

Create folder: C:\Program Files\OpenyPH|config

Cutput: folder: C:\Program FilestOpenyPhibin

Extract: openvpnsery.exe... 100%

Oukput Folder: Cr\Program FilesiOpeny'Prisample-config

Extract: sample.ovpn... 100%

Extract: client.ovpn... 100%

Extract: server,ovpn,,, 100%

Create folder: CriProgram FilesiOpenyPhilog

Cukput Folder: Ci\Program FilesiOpenyPHibin

Extract: libeay3z.dl... 46% o

. OpenVPN 2.0.5-gui-1.0.3 Setup =>4

Installation Complete
Setup was completed successfully,

Completed
( I

Cutput Folder: Ci\Program Files\OpenyPH -~
Extract: INSTALL-win3Z2.bxt

Extract: license. bxt... 100%

Extract: openvpniico.., 100%

Create shorbcut: C\Documents and Settingsikayleigh Stanleyi Skart MenuiPrograms)...
Create shorkout: Ci\Documents and Settingsikayleigh StanleyiStark Menu\Programs)...
Create shorteut: Documents and Settingsiiayleigh Stanley)Start MenuiProgramst,...
Create shorbouk: Documents and Settingsiiaylsigh StanleyiStark MenuiProgramst...
Create shorbeut: Documents and Settings\Kavleigh StanleyiStart Menu\Programs),...
Create shorbcut: C\Documents and Settingsikayleigh Stanley Skart MenuiPrograms)...
Zreated qninstaller: C:\Program Filest OpenyPM\Uninstall. exe

Completec po

Mext =

ab After the Wizard Set-up of the application, you will now see a new icon
appear in your icon tray. This icon, (shown right) is the Open VPN icon:

TAP-4in3z INSTA
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)OS
Choose Install Location

Choose the Folder in which to install OpenyPN 2.0.5-gui-1.0.3.

Setup will install OpenvPR 2.0.5-gui-1.0.3 in the Fallawing Folder. To instal in a different
falder, dlick Browse and select anather Falder, Click Install bo start the installation.

Diestination Folder

Erows

C:\Program Files\OpenPM

Space required: 2.0MB
Space available: 1,4GE

< Back ]I Install j [ Cancel ]

= Installing
Please wait while Open¥PN 2.0.5-gui-1.0.3 is being installed,

Hardware Installation

3 The zaftware pou are installing for this hardware:
Create Folder: O .

Create shorkcut
Create shorkcut
Create shorkcut
Create shorkcut
tapinstall hwids

TAP-Win32 Adapter W8

has not passed 'Windows Lago testing ta verify its compatibility
with *windows #P. [T e

TAP-Win3z REM C
Mo devices rem
tapinstall removwe
Mo devices rem
tapinstall remavw
TAP-WIN3Z INST

your i llation of this soft may impair

or destabilize the correct operation of your system !

either immediately or in the future. Microsoft strongly

recommends that you stop this installation now and
tact the hard vendor for softs that has

passed Windows Logo testing.

* - 3
. Cantinue Angway 3 STOP Installation

Completing the OpenVPN
2.0.5-qui-1.0.3 Setup Wizard

CpentPM 2.0.5-gui-1.0.3 has been instaled on vour
computer,

Click Finish ko close this wizard,

[ show Readme

:

TE

b Please restart your PC for the application to work properly.
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Setting up Your Pilot:
ab |og on to the Pilot as shown in Chapter One

ab From the left-hand side of the screen, select *

are highlighted below).

Ref: 9713

(b).

Network’ and then ‘Connectors’. (All links

EQUGDNET NetPilot VPN
mspiing innavation netpilot.example.com
i L t =a - .
admin == @ You will be presented with

S R (&) Connectors the screen shown left.
g Email
:E:Li?tf”h . What is connected to the NetPilot VPN? @ Select the ‘Add’ button,

ealth checl . .
g !.I;e\r:is LAN T [private ran v Edit hlghl |ghted .

CHZETE LAN 2 Ethernet router v Edit

DHCP status

DNS entries Add

DNS servers

Diagnostics Show advanced options: ™

Host and domain

Interface list oK

nnnnnnnnnn

ab You will see the screen below, select ‘OpenVPN’ from the drop down list and select the

‘OK” hutton

(&) Connectors

Connection type: v

(~cancar=

0K

Tip! Each RoadWarrior profile can only have

Each RoadWarrior user will have their own configurations on their own profile.

one active user assigned to it.

ad You will be presented with the screen below. Enter the following:

(®) Network profiles

Profile type: OpenVPN

Profile name: |to_iee

Shared secret: |#

# 2048 bit OpenVPN static key

+

————— BEGIN OCpenVPN Static key V1---—--
42dBaf36981calTlceéaTT7b03eTbdlec
8fcc8df1b6f551b567c410cde%aef7bs
2851db45d2f29f61aa64d05bee692802
8f9e04dc0é4aefd5fad0b213aT6adbde
48f6e52déed56ceddd214436dcf86cST
2bl4ee6800d2ab2balsecds833d4ascT
ec6022312d1lbba75736410288
00a577aee39669c2bedf73.
cc605cc542cc1baf4214b608a767755
3b2d89f08e25ccaleb6f4fdeb 0358082
965a64e9fce3f5aed31ccafalbléasfé
a85edldcelf77£789£20376053ed50a4
eef21565£3a002b8730£0d3051bfEd2¢e
Tdlcd482deé3db856377£3d211ce2345
96214200dbda2c3f5fa4as3a4676b%bE
6c973521f1518ebl42cd8007dEcc58dl
END CpenVEN Static key V1----—-—

v
Remote gateway
(This may be left blank if the remote gateway has a dynamic IP address )
Port: 21245
(This can be any unused UDP port but must malch the setling on the remote gateway.)

OK

TP———

ab ‘Profile name’: a profile name that is
relevant to the individual user.

ab ‘Remote Gateway’: If you know the
individual will be coming in from a set IP
address add this here. If not please leave
Blank.

@b ‘Port’: A Port number will automatically
be selected for the profile.

If this port is being blocked by
N the PC’s or any local firewall or
Information  device you will need to open up
port 1194 UDP outgoing.

ab After you have entered the relevant
details select ‘OK’
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db The next screen, which you will be presented with, is shown below:

OpenVPN

Profile

Routes

connector OpenVPN

to_lee

Default route

Link this network profile to

(2) Network profiles

This connector is currently switched off, so the settings you edit here will only take effec
when you select OK below to make this the active profile.

Edit

Add

Add

This profile will not work until you add a route

0K

"~ Can

ab Select the first ‘Add’ button as
highlighted left. This will allow you to
add a Route.

db The Static Routes screen will be presented next. Enter the following:

Name
Address
Address mask
Route via

Trust group

(®) Static routes

to_lee route
172.17.0.1
one address
to_lee

Trusced v

.

db ‘Name’: automatically filled in for you.

db ‘Address’: the PC’s virtual address. (This is
explained in the table below)

ab ‘Address Mask’: Select “One address’

db “Trust Group’: while setting this up selected
“Trusted’. You can change the “Trust Group’
later to a more controlled Group, or one that you
have created yourself for this individual to be
applied to.

b To select the correct IP Address for the Static Route, you will need to select a set of Private
Addresses that aren’t used anywhere else on the Pilot.

dd You will need to allocate four addresses to each user, starting the subnet from 0. The first
and last of the four addresses are reserved and cannot be used. The second and third addresses

can be used for the PC and Pilot.

b This table below shows three examples, (the highlighted IP Addresses can be used):

User IP Address Can or Cannot be Used What it’s used for
172.17.0.0 No Network
User 1 172.17.0.1 Yes PC virtugl address
172.17.0.2 Yes Pilot
172.17.0.3 No Broadcast
172.17.0.4 No Network
User 2 172.17.0.5 Yes PC virtu_al address
172.17.0.6 Yes Pilot
172.17.0.7 No Broadcast
172.17.0.8 No Network
User 3 172.17.0.9 Yes PC virtu_al address
172.17.0.10 Yes Pilot
172.17.0.11 No Broadcast

db After you have entered the correct details into the Static Route screen, select ‘OK’ and

‘OK’ again.

Information

Version Five

An extended version of the above table to edit is available on our SmartStore site.

Chapter Twenty Page 4 of 7



Ref: 9713

dad This will bring you back to the below screen:

(&) Connectors

B ab Select ‘OK’ and ‘OK’ again to confirm your
(o) o settings.

db When you return to the ‘Connectors’ screen below, select the ‘Edit” button opposite the
OpenVPN profile you have created, highlighted below:

(®) Connectors

v Ead
w Eelit
Acd
r
o

db |n the next screen, shown below, select the ‘Show recommended settings for a Windows
client’, as highlighted:

Connectors

The seffings you edit here will take effect immediately because OpenVPN is already using this
profife.

Prof

L Dedete
A
Ada

how recommended settings for a remote MetPilot VPN

S rgcommended settings for a Windows client

b You will be presented with the below screen:

(&) Recommended settings for a Windows @b Highlighted are the two files that you will

client need to save to the PC’s hard-drive of the PC
In order to use OpenVPN profile to_lee', place the following files in your OpenV/PN configuration yOU Want tO a”OW remOte aCCESS Please Save
directory. If your OpenVPN client was installed with the default options, the configuration directory is . . .
these files in the Directory stated on the screen.

\Program Files\OpenVPN\config.
When you select the links below, your web browser will open a file save dialogue. Please navigate
to the 02PN configuration directory, and select Save
Configuration file

Secret file

If you cannot save the files to the PC
now, you can transfer the files to the PC
of your choice via USB etc.

b To save these files, double-click on the link, and the below window will appear:
File Bovtond b Select the “‘Save’ button.

i Do you want to open or save this file?

e e db \When both files have been saved, select ‘OK’ and ‘OK’
17 i again on the Pilot.

Open | | GSeve | Cancel

db Once these files are on the correct PC you will need to enter
| @ “wihile files from the Intemet can be useful, some fles can potentislly bOth Of them Into the beIOW dlrECtory Thls WI” apply them to

harm yaur computer, I yau da nck s
ave i s the ris|

S the OpenVPN client.
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db Please follow the below to enter both of the files into the correct directory.

b Select ‘Local Disk (C:)’ from ‘My Computer’, then ‘Program Files’, then ‘OpenVPN’,
then “config’ and then select ‘Save’, to save the files in the ‘config’ folder.

Ref: 9713

Save As

- f| Save As
Savein: | < Local Disk [C:]
@ Savein | |5 Program Files
|Z)Documents and Setts _ —
/JI 07 ! [2)3605hare
Recent | ~IProgram Files | ,)I (I Comman Files
I WINDOWS I Becent |) ComPlus Applications
= I Goagle
M == || Internet Explarer
Desklop u ..;;_‘ﬂava
Desktop IZ)Lavasaft
'-.:_“|Messanger
7 Jmicrosoft frontpage

||
2B Save As £| Save As
Savein: | £ OparPN | Savein | 3 confia ] OFrr@E
(| Hhtest-lee
e [Eatin | J oo
:‘;OE;!okExpre‘ —J iconfig i e
1 Fiecent |y driver =
) RealyNC |~ >
() SafeMet [Deasy-rsa Deskt
== esktop
) Sawirnil 7 o 5-__-‘”0g :
i Windows Medi: - (D sample-corific J
) windaws MT Deskiop My Document s
|[Zixerox
58
My Compt
(1} File name: tolee - Save |,
. L
My Network  Save as type: OpenPN Ceniig File - [ |

Adding the “Vista” magic!!:

Information

If you do not have Vista please continue to the next section.

db Right-click the OpenVPN icon in your taskbar and select a profile, in this profile select

‘Edit Config’.

Connect J
o~ B
Edit Config test-lee 4 I K
too ussward | to-les 3 _‘i
g »

Priozy Setkings [

About |

Exit

<) Vi 1a06

db |n the Config screen add the following two lines above the Static Routes:

route-method exe
route-delay 2

db Save the changed Config file

db |n Vista, select ‘Start’, ‘Settings’, ‘Control Panel’

b |n ‘Control Panel’ select ‘User Accounts’

b Click on the “Turn User Account Control on or off’ Link
ab Untick the box given and select ‘OK’.

Opening the OpenVPN connection:
@b To connect the profile, right-click the OpenVPN icon in the icon tray, as shown below:

=
-
+
- =
@
test-lee 4 I —
¥
to-lee 4
L L
Proxy Settings [
About |
——| Exit
— e VR

db Select the profile you want from this menu, and then select

‘Connect’ as shown right.

Version Five
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ab You will see the profile/s you’ve created.

Connect
Jad
Wiew Log | | £
Edit Config test-lze 3 I |2
Change Password to-lee 3 &
d 3

Proxy Settings l[_‘

About |

Exit _

< VP 1306
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dab You will see the Application connecting:
-_w“OpenVPN Connection (to-lee) E]@E

Current State: Connecting

Fri ar 10 12:06:30 2008 Dpert/PN 2.0.5'Win32-MinG\ [$5L] [L20] built on Moy 2 2005

Fri bar 10 13:06:30 2006 'WARMING: “f'ou have disabled Replay Protection [--no-replay] which may make Oper
Fri b ar 10 13:06:30 2006 Static Encrppt: Cipher BF-CBC' initialized with 128 bit key

Fri Mar 10 13:06:30 2008 Static Encrept: Using 160 bit message hash 'SHAT tor HMAL authentication

Fri Mar 10 13:06:30 2006 Static Decrypt: Cipher 'BF-CBC' initialized with 128 bit key

Fri tar 10 13:06:30 2006 Static Decrypt: Using 160 bit message hash "SHAT' for HMAC authentication

Fri bar 10 13:06:30 2006 LZ0 compression initialized

Fri tar 10 13:06:31 2006 TAPWIN32 device [Local Area Connection 4] opened: 4\ \Global{621CE 1EA-950F
Fri Mar 10 13:06:31 2006 TAPAin32 Driver Yersion 8.1

Fri Mar 10 13:06:31 2006 TAPWin32 MTU=1500

Fritar 1013:06:31 2006 Notified TAPWin32 driver to set a DHCP IP/netmask of 172.17.0.1/266.266. 266, 26;
Fri Mar 10 13:06:31 2005 Successfiul ARF Flush on interface [3] {521CE1EA-950F-41DF-B630-3452960408 41
Fri bar 10 13:06:31 2006 Data Channel MTU pams [ L1537 D:1450 EF:37 EB135 ET:0EL.OAF:3/1 ]

Fri bar 10 13:06:31 2006 Local Options hash [VER=v4) '44c372e1"

Fri Mar 10 13:06:31 2006 E xpected Remote Options hash [VER=Y4]. 'S86d6314"

Fri Mar 10 13:06:31 2008 UDP+4 link local [bound): [undefEEF1

|Fn Mar 1013:06:31 2006 UDP4 link remote: 62.173.83.183:6671

£ ¥

Disconnect ‘ Reconnect | Hide
ab Once it has connected, the OpenVPN icon will turn green and a speech bubble will appear.

T
O
jl_) to-lee is now connected.
Assigned IP: 172,17.0.1

@g VO 1307

You will need to disconnect before shutting down your PC.
Tip!

-
il

Testing the Connection:
db Select ‘Start’ and then ‘Run’ as highlighted below:

ad This will open a new window as shown below.

BN C:\WINDOWS\system32\cmd.exe | ﬂ

Microsoft Windows KP [Uersion 5.1.26881
{C>» Copyright 1985-2801 Microsoft Corp.

IC:“Documents and Settings“Kayleigh Stanleylping 18.68.2.1
Pinging 18.8.2.1 with 32 bytes of data:

oply fr Theea ab Ping the LAN address of
eply from . J
Ronly from 10.0.2.1 b - T4 your Pilot, as shown left.

- L4
Reply from 18.8.2.1: hyte i TIL=64

Ping statistics for 18.8.2.1:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss).
Approxinate round trip times in milli-seconds:

Minimum = 1ims,. Maximum = 26ms. Average = 18ms

IC:“Documents and Settingz:Kayleigh Stanley>

db As you can see the tunnel is established as a reply is received.

Do not connect while on a corporate network.
ming ming
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