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Chapter Four (c): Mail Relay

Summary of Chapter:
db How to permit an external Address to Mail Relay through your NetPilot.
What you need:

ab Knowledge of Admin user account and valid password for your NetPilot.

Software Revision Required:
@b Applicable to software revision 5.2.0 > NetPilots

Mail Relay:
b |_og on to the NetPilot as shown in Chapter One (b).

Ref: 9960

ad From the left-hand side of the screen, select ‘Firewall” and then ‘Firewall Overview’. (All

links are highlighted below).

eouipner  NetPilot VPN

netpllot.example.com

The values on the To and From axes are Trus! Groups. At their intersection are Firewalls
The To Local column matches traffic whose destination is the NetPilot VPN
The From Local row matches traffic anginating from the NetPilat VPN

How o debermne the firewalls that apob to 8 packel

# User accounts
+ VPN

ab You will be presented with the screen below:

&) Firewall overview

Friends™  Friends/l ocal®
Admin Admin/Local ! ! 1 1 5 !
Trusted | Trusted/Local || accepf* Trusted/DMZ*| | ! accept Trusted/nternet

Internet  |Infemet/l ocal ! drop® Internet/DMZ* | | ! drop drop

ab |n the screen below, select the ‘Add’ button as highlighted:

(&) Trust groups

Controlled

This frust group matches traffic on the following addresses

Mone define 1 Add

[R—

admin Log out
- About this product = = e ;
T OFirewall overview @ Select the *Show all firewalls’
2 s Firewalls in use H H H
’ M‘UII_"J';“‘J';UL'“[U[I'; -- == e'Pic» I Ink! as hlghllghted Ieft'
- Biocked packets Local Trusted Internet
* Firgwall test From|Local accepl LocabTrusted Locabinems:
Admin  Admin'Local
Trusted Trusted/l ocal accept Trustedinterme]
ii=rmat niemet/Local diop drop

Allfirewalls:
— To
Local Backup® Controlled” DMZ* Friends*| Admin* Trusted Internet @ Se|eCt scontro”eds from
From|Local accept ! Local/Confrolled* LocalDMZ* || ! LocalTrusted|L ocalinternet R
Decxup  Sackpllocal || | ; T b ] the left hand column in the
Controlled* Cr atrolled/Local’| | ! ] ! ! ! Controlled/Infernet* table as hlghllghted Ieft
Line DMZlocal || ! 1 ! ! ! DMZnternet” ! !
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b |n the next screen enter the following details:

(&) Address associations

Name
Address
Address mask

Trust group

Mail Relay
62.173.89.146 emall-

one address A

Controlled ¥

Ref: 9960

ab ‘Name’: name/phrase for the ‘Address Association’
This must not contain any special characters.

ab ‘Address’: IP Address of the person trusted to post

ab ‘Address mask’: Select the appropriate mask from
the drop down list.

oK @b “Trust Group’: Leave this as ‘Controlled’.

~ Can

ad You will come back to the ‘Firewall Overview’ screen, which is shown below.

Firewals in use
To
Local

From|Local

Admin
Trusted

The To Local o
Thw: Fro

How 1o dete

(%) Firewall overview

b Select ‘OK’ and ‘OK’ again to confirm.

@b Select ‘Controlled/Local’ as highlighted below:

an |n the screen below, select ‘accept’ from the ‘email posting server’ drop down list, as
highlighted. (This option allows mail relay).

Firewalls

email posting server

acanning

DHCP server [scoept
MySQL. [zesect
NTP. [aceeet

private intranet |sceepe
secure web admin |sesece
Web proxy |scespr: sri-iices

web proxy, bypass virug- |resect

Advanced Firewall:

b Select ‘OK’ and ‘OK’ again to confirm.

If you have an Advanced Firewall licence, you can do the following option below.

ab Instead of selecting the ‘Controlled’ group from the ‘Firewall Overview’ table, select the
‘Friends’ group.
ab After selecting the ‘Add’ button to create a new association, and entering all the correct

details as instructed above. Select the *Friends/Local’ link on the table, as highlighted below:
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() Firewall overview

Firewalls in use:

Controlled/ " onfr2t24i ncal| |
Friends  Friends/Local

Admin el coet 1 1
Trusted |Trusted/l ocal |accept accept
Internet | Internetl ocal |drop drop

Show all firewalls

Internet

— To
Local Controlled Trusted
From|Local accept Local/Controlled LocalTrusted Localinternet

Controlled/Internet

Trusted/Internet
drop
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Ref: 9960

ad You will see the screen shown below:
() Firewalls

Friends/Local

Used in relationship: FEriends to Local
Service list:

ez e ¥ db Select the ‘Show advanced options’ box and select the ‘OK’

button

email server for friends. |no decision|v
remote desktop. |reject v
secure shell: |no gecision|v

VNC: |reject v

ICMP: |accept v

Show advanced options. W

OK

ab You will be presented with the following screen:

(@) Firewalls
S — o . . o,
ab ‘From Service’: select ‘any
any 0 Ha23 [ ... «| | Remous.
any i email server for ne decision W Remove
ey o romotecemston e+ L nn @b “To Service’: select ‘email posting server’

any o secure shell .

any fo WNC [ ..o w | Remous.

ab Select the “‘Add’ button, as highlighted. This
will add the service to the ‘Friends’ group on the
Firewall.

any 0ICMP [aocepe v (L Remenm

ab You will now see the new service added:

() Firewalls

Friends/Local

Changeas will ol ba complels until you salect the OK bulfon

Use
Senice list
o (OHIES. |oooee o @b Once the service has been added, select ‘accept’
2y emallposil IOTTTN . oo from the drop down list, as highlighted left.
any to emallse'r::rr‘zr e secizicn v | REmom
any 1o rsmotsdsslm:-p rejeon v Remove
any io sacura shall ~ | Remgowe
any o VNG [cejeer | |__Remove
any (0 ICMP [onepe | | Remove

From senice

@ The service ‘email posting server’” will allow mail relaying, and the ‘local email
oo delivery’ service will only accept emails that are addressed to the NetPilot. These

Til services overlap each other, so you can only select one or the other.

ab Once you have selected the service you want, select ‘OK’ and ‘OK” again to confirm.
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