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Chapter Four (e): Copying an Internal User’'s email
to an external account

Summary of Chapter

ab How to copy an internal user’s email to an external account.

What you need:

ab Knowledge of Admin user account and valid password for your NetPilot.
ab An internal user account set-up with email.

ab The external address that you would like to copy the email too.

ab A PoP code. You can purchase your PoP from the following address:
http://www.equiinet.com/ordering/default.asp

Software Revision Required:

ab Applicable to software revision 5.2.0 > NetPilots

Manual Configuration:

ab |_og on to the NetPilot as shown in Chapter One (b).
ab From the left-hand side of the screen, select ‘Email’, then ‘Filter Policy’, then ‘Edit” and
then “Edit patterns’. (All links are highlighted below).
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an |n the “Edit Patterns’ screen, select
the *‘Add’ button as highlighted left.

ab You will be presented with a similar screen as below. Enter the following:

(2) Edit patterns

Changes will not be complete until you select the OK button
Fill in 'Custom header’ if you choose a custom header from the first drop-down.

Paftiern name. Matches internal user address
Insert
Pattern type’ [recipient w Remove
Custom header:
Value: |~3\.smith@domain\.name\.com$
Insert

OK
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ab ‘Pattern Name’: Name for this ‘Pattern’.

ab ‘Pattern type’: Select ‘recipient’ from
the drop down list.

ab “Value’: Enter the recipient’s internal
email address here. When entering an email
address you will need to enter special

characters.
(For more information on the special characters and
on ‘Patterns’ in general please see Chapter 19 (df)).

b Then select ‘OK” and ‘OK’ again.
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ab From the left-hand side of the screen, select ‘Email’, then ‘Filter Policy’, then ‘Edit” and
then “Edit email actions’. (All links are highlighted below).
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S eiiver an eiachmens highlighted.
pateres o e e
Palicy free deliver oacguing
guarantmed‘ deliver with reclassify link v
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b |n the next screen (shown below), enter the following:

() Edit email actions B _ )
ab ‘Action name’; Name for the “‘Action’.

b ‘Send to recipient’: Select ‘message’ from the
drop down list.

I @b “‘Send to other’: Select *message’ from the drop
s down list.

ab ‘Other’s email’: The external email address that

cr - you wish to send the copies too.
Runpoty ab |n the table, select the ‘Stop’ radio button.

= b Select ‘OK” and ‘OK’ to confirm settings made.

ab From the left-hand side of the screen, select ‘Email’, then “Filter Policy’, and then ‘Policy
Tree’. (All links are highlighted below).
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b Select the ‘Spam Policy’ link as highlighted above.
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ab You will be presented with a similar screen shown below:

(%) Edit policies
- — L= SR ’ db Select the third ‘Insert’ button as
— I ) highlighted in the screen on the left.

b |n the new text boxes that appear, (highlighted below left) select the ‘Pattern’ and
‘Action’ you created from the drop down lists provided.

() Edit policies

o the OK bution

if % | Matches internal user address |¥| Fwd copy of internal user to external %
e
t v v &
Remniee:
e
ks || -
Remome:
e
Remome:
e
- nd -
Rremnome.

b Select ‘OK’ and ‘OK’ to confirm changes to the Policy Tree.

ab You will now see your Policy added to the Policy Tree.

Policy tree

Under each policy is a set of rules, defined by 'patterns’ and 'actions’ If the email headers match 'pattern’, then 'action’ will be
performed.

Policy 'start' will be applied to all mail coming into the NetPilot VPN.

— - start

I— forward a copy (off)

[——+ If virus-scanning enabled virus policy

——+ If source in mail relays trusted policy

L— — - untrusted policy

[— — - If spam-assessment enabled spam policy

If spam level == 9 Jearn spam and discard

If spam level == 1 deliver incoming

| I— If Matches internal user address Fivd copy of internal user to external
1
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