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Chapter Five (bd): Enable external access to
SMTP mail posting server

Summary of Chapter:
ab How to enable external access to SMTP mail posting server. (If the mail is sent to
your ISP first).
What you need:
ab Knowledge of Admin user account and valid password for your NetPilot.
Software Revision Required:
ab Applicable to software revision 5.2.0 > NetPilots

If your mail is sent to your ISP first then forwarded on to the NetPilot, we advise you
to use the below secure method on the Firewall, as you know the origin of the mail.

5hbd:

ap |_og on to the NetPilot as shown in Chapter One (b).

ab From the left-hand side of the screen, select ‘Firewall” and then ‘Firewall Overview’. (All
links are highlighted below).

EQUAIINET NetPilot VPN

admin Log out

(%) Firewall overview

ab Select the ‘Show All Firewalls’
link as highlighted left.

b

1. Exuainet 2007 Al Foghts Resarved

ab |n the next screen you will see all firewalls, select the ‘Friends’ link, as highlighted below:

() Firewall overview

All firewalls:
— To
Local Backup”| Controlled™ DMZ* Friends” Admin” Trusted Internet

From Local accept 1 Local/Controlled”|LocallDMZ* || 1 LocalTrusted|Locallnternet
Backup®  Backup/Local® 1 l
Controlled” Confrolled/Local* | 1 l l 1 l Confrolled/Internet*
DMZ* DMZ/L ocal* 1 1 1 1 1 1 DMZnternet*
Friends™ Friends/Local®
Srdmin Admin/l ocal 1 1 ! ! 1 ! !
Trusted Trusted/Local 1 accept” Trusted/DMZ*| | 1 accept Trusted/nternet
Internet Internet/Lacal 1 drop* Internet/DMZ* | | 1 drop drop

Show only firewalls in use.

The values on the To and From axes are Trust Groups. At their intersection are Firewalls.
The To Local column matches traffic whose destination is the NetPilot VPN.

The From Local row matches traffic ariginating from the NetPilot VPN.

Asterisks (7) indicate elements not currently in use.

How to determine the firewalls that apply to a packet
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ab You will be presented with the screen below:

() Trust groups

Friends

Mone defir=d Add

T—

This trust group matches traffic on the following addresses: (i-.D SEIECt the ‘Add, bUtton as hlghllghtEd on the Ieft, '[O
add an Address Association.

ab The next screen will look similar to the below:

(®) Address associations

Name: |1sp nddress
Address:. [23.105.123.164
Address mask: |/24 255.255.255.0 ¥
Trust group: |Friends v

OK

—

@b Name: Enter a name for the Address
Association. This must not contain any special
characters.

@b Address/Address Mask: Enter the IP
address/range of your ISP’s SMTP mail delivery
server.

ab Trust Group: Leave this as ‘Friends’.

@b Select ‘OK” and “‘OK’ to confirm settings

ad You will now see that the ‘Friends’ firewall has been added to the below firewall as it is

now active.

(®) Firewall overview

Firewalls in use:

— To
Local Trusted Internet
From|Local |accept LocalTrusted | Localinternet

Admin Admin/l acal ||
Friend s |Friends/Local| |

i/l ool accept Trusted/nternet

Trusted T
Internet Internet/l ocal [drop drop

Show all firewalls,

The To Local column matches traffic whose destination is the NetPilot VPN.
The From Local row matches traffic originating from the NetPilot VPN

How to determine the firewalls that apply to a packet

The values on the To and From axes are Trust Groups. At their intersection are Firewalls.

ad Select the “Friends/Local’ link on the
firewall, as highlighted left.

@b You will be presented with the screen below:

(&) Firewalls

Friends/Local

Used in relationship: Friends to Local
Service list:

email server for friends v

remote desktop: |reject v
secure shell. |no decision v
VNC: |reject v
ICMP: |accept v

OK

S
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b Select “accept’ from the ‘email server for friends’
drop down list as highlighted left.

b Select ‘OK’ and ‘OK’ again to confirm.
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